Window Rock Gate Card Reader

Instructions for the use nd ope

ion of the Card Readers at Window Rock Fleet are as follows:

| Entry — located outside gate

Exit — located inside gate

The Main Entry Gate is now equipped with (2) Card Readers (One for Entry and one forLExit),
as well as a Maglock, a strobe light and a siren.

The Main Entry Gate will automatically unlock between the hours of 7:00 A.M. and 6:00 P.M.
Monday thru Friday.

(Unlocked mode will be indicated by the green light at the Card Readers)
(The strobe & siren are inactive when “auto unlock” is active)

After hours, holidays and weekends when the gate is secure, a valid Navajo Nation personal
Rusco fuel card will be required to be inserted into the Card Reader in order to gain ENTRY or
EXIT from the fuel island. “Green” grants access. “Red” denies access. There is no need to
depress the number pad displayed on the entry Card Reader. “Red” may mean that your Rusco
fuel card expired and needs to be updated, first at Highway Safety and then at Fleet
Management.

The authorized user will have 30 seconds from a “Green” light or “Access granted” to manually
open the gate as the Maglock will be released.

For accountability purposes, when the authorized user opens the gate a strobe light will be
activated and remain on until the gate is closed. This is to alert the operator that the gate should
be closed after dispensing fuel.

If the strobe and/ or siren are activated, simply closing the gate to meet the maglocks as they
automatically sense when the gate is closed will secure the gate, turn OFF the strobe light and
silence the siren.

ALL users “Access granted” or “Access denied” will be logged (Operator involved, Date and
Time)

A Grandmaster key will be provided to Window Rock Fleet in the event the system needs to be
temporarily overridden for any reason. (Releasing the maglocks and disabling the strobe & siren)




